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Using the ReACT Password Management System

ReACT i s Covenantodos service for password mana
passwords, resetting your password, and unlocking your network account if it becomes

locked. This guide provides screenshots and instructions for setting up your ReACT

profile, and for using the services within ReACT.
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Setting Up ReACT for the First Time

1. Retrieve your Covenant username and temporary password
1 For employees, this information will be given to you by the HR office.
1 For graduate students, contact Lindsey Fain to retrieve your information
(lindsey.fain@covenant.edu).
1 For new students, you can retrieve this information from your Slate status
page (https://online.covenant.edu/apply/status ).

Application Status for John Doe

Your Covenant College Student Account

Hello Covenant Scot! We have created your Covenant College username and email address. Your new email addresss will be the official source of all
communications from Covenant. Below you will find a temporary password which you will use to set up your Covenant ReACT account:

Covenant Username: john.doe
Temporary Password: Covenant123
Covenant Email: john.doe@covenant.edu

Please complete your Student Account Setup by using these step by step instructions.

Need help? Call Technology Services at 706.419.1219. Office hours: 8:00 a.m.-4:30 p.m. Monday-Friday

2. Click this link to access the ReACT systemhttps: //portal.covenant.edu/react

3.0Once youobve arrived in the ReACT system, you
you need to click on the option on the | eft,
COVENANT COLLEGE
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Selfserve

Covenant College's ReACT Self Service portal allows you to configure your ReACT profile, update your authentication methods, and reset or unlock your Covenant accounts.

New User Setup Update Profile Password Reset Account Unlock

V) &
i s 5 |

Are you a new user? Use the New User Need to update your authentication Forgot your password? Use the Password Network account locked? Use the Account
Setup tool to configure your ReACT profile. methods? Use the Update Profile tool to Reset tool to configure new Network account Unlock tool to unlock Network accounts.
select preferred methods. passwords.
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4. Youol | b providesybue ovenamt username. This is the username youwill
supply when logging into Covenantresources Cl i ck Conti nue when youc¢

Help with this page
o Login

Login

Enter your Covenant username and click 'Continue'.

* Required

* Covenant Username:

john.doe

Note: You can utilize email address or system account(s)
to identify yourself to ReACT in place of your Covenant

username.

5. Next, you need to login with your Covenant username andyour temporary password.
Enter them, and then click Continue. Active Directory is the service that manages
your login information for all Covenant web services.

Help with this page
o Confirm

Confirm ReACT ID

Select your authentication method, provide the requested information, and click ‘Continue’.

) Authenticate with Active Directory

Active Directory (Covenant username) ¥

*User Name:

john.doe

*Password:
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6. Next, youodl |l need to provide the system with
be used to authenticate your identity if your passwor d i sndt wor king. Yo
select 5 different questions and provide an answer to each of them. When you are
done, click Continue.

O contigurs Help with this page
Challenge Questions
Configure your challenge questions below.
Challenge Question Rules
Al must be completed.
A rs must match

e et e e e 3 T ma T Challenge Questions For Helpdesk
*Question #1: *Question #4:
What is your pet's name? s What was the name of your first school?
*Answer "

*Retype-Answer #1:

*Question #2: *Question #5:
What is your favorite past-time? c What is your all-time favorite sports team?

*Answer #5

“Retype-Answer #5;

“Question #3:

What is your father's middle name?

*Answer #3:

“Retype-Answer #3:

— —

7. Although challenge questions are required, there are also two additional ways to
authenticate your identity d through a cell phone number, or through an alternate
email address. When using one of these alternate authentication methods, you can
choose to receive a onetime code at your email or phone number in order to log in to
ReACT. These two steps are optional, alhough having more than one authentication
met hod can be helpful. Click AContinued or

1]

Help with this page

Help with this page
o Configure

o Configure

Configuring SMS
Configuring Email Authentication
Authentication

If you would like to leverage SMS

If you would like to leverage e-mail authentication, configure your cellular
authentication, configure your e-mail phone number and carrier below.
below.
i SMS Support
E-Mail Support
Phone Number:

Primary E-Mail:
. doa@covenant edu 7068201560

Alternate E-Mail
john.doe@gmail.com Select Your Cell Carrier:
Tracfone ®

cance = cancel [ coniious T

8 Youbre now done with the setup process!
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Resetting Your Password

1. To reset your password, navigate to the ReACT homepage, accessible at
portal.covenant.edu/react. Once there, click AGo to Rese

COVENANT COLLEGE
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= o P <= Help with this page
° Home (2 ) Login (.3 ) Confirm (4 ) Configure (5 ) Review

Selfserve

Covenant College's ReACT Self Service portal allows you to configure your ReACT profile, update your authentication methods, and reset or unlock your Covenant accounts.

New User Setup Update Profile Password Reset Account Unlock

w4
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Are you a new user? Use the New User Need to update your authentication Forgot your password? Use the Password Network account locked? Use the Account
Setup tool to configure your ReACT profile. methods? Use the Update Profile tool to Reset tool to configure new Network account Unlock tool to unlock Network accounts.
select preferred methods. passwords.

Go to Setup Tool Go to Update Tool ( to Reset Tool ) Go To Unlock Tool

2. Enter your Covenantusername, typically somethinglike: Af i rstname. | astn

Help with this page
@ Home ° Login @ Confirm
@ Configure @ Review

Login

Enter your Covenant username and click
'Continue’.

* Required

* Covenant Username:

john.doe

Note: You can utilize email address or system
account(s) to identify yourself to ReACT in place of
your Covenant usemame.
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3. You now have the option of authenticating your identity throu gh any of the
methods that you set up when you created your RACT account. You will e a
challenge question authentication option, in which you can validate your identity
by answering questions about yourself. If you set up otherlogin options, such as
text or email, they will appear here. If you elect to receive an authentication code

by text or email, you should receive it at the specified address within a few
minutes.

Help with this page
© contim

Confirm ReACT ID

Select your authentication method, provide the requested information, and click 'Continue'.

= Authenticate with Challenge Questions

* What is your father's middle name?
* What is the name of a college you applied to but didn't attend?

* What was the name of your first stuffed animal?

Authenticate with SMS

Authenticate with E-Mail

4. Once your identity is authenticated, you can enter a new password. Be sure to

folow t he password rules that ReACT | ists on
ifReset o

Help with this page
o Configure

Create a New Password ReACT has updated the password for these accounts:

Enter in a new password following the rules below, and click 'Reset'. In

User Name System Name
addition to the rules listed below, your password MUST begin with a letter and john.doe Active Directory (Covenant userame)
cannot contain your usemame or a portion of your username. john.doe Google
. john.doe Oracle (CBl/Banner Client)
Required

Password Rules:

3 Passwords must match.

3 At least 9 characters in length.

@ No more than 30 characters in length.

3 At least 1 uppercase character(s).

3 At least 1 lowercase character(s).

3 At least 2 of the following rules.
@ At least 1 number(s).
) At least 1 symbol(s). Hint: Valid symbols are 1 * +-/: 7
QD At least 1 letter(s).

i, Cannot be one of your last 24 recently used passwords.

*Password:

*Confirm Password:

Cancel Reset
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5. Your password should now be reset!

6. Mac Users - If you use your computer to log onto Covenant'swired network after
resetting your password, your device may prompt you to update your keychain
password. If this happens, be sure to select” Update Keychain " and when
prompted, input your old password. This will keep your computer login password
in sync with your current Covenant login password. You can find detailed
instructions on resetting your keychain password here.
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Unlocking Your Account

1. If your account has become locked (a problem that often presents as an inability to
log into the WiFi network, Banner, Canvas, or your email, even when using the
correct password), ReACT can help you unlock your account. On the homepage,
which is accessibk atportal.covenant.edu/react, c¢cl i ck A Go to Unl ock
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Help with this page

o Home 2 ) Login

Selfserve

Covenant College's ReACT Self Service portal allows you to configure your ReACT profile, update your authentication methods, and reset or unlock your Covenant accounts.
New User Setup Update Profile Password Reset Account Unlock

* P o £

" S =9

Are you a new user? Use the New User Need to update your authentication Forgot your password? Use the Password Network account locked? Use the Account
Setup tool to configure your ReACT profile. methods? Use the Update Profile tool to Reset tool to configure new Network account Unlock tool to unlock Network accounts.
select preferred methods. passwords.

Go to Setup Tool Go to Update Tool Go to Reset Tool Go To Unlock Tool

2. Enter your Covenantusername, typically somethinglike: i f i r st name. | ast na

Help with this page
@ Home e Login @ Confirm
@ Configure @ Review

Login

Enter your Covenant username and click
'Continue'.

* Required

* Covenant Username:

john.doe

Note: You can utilize email address or system
account(s) to identify yourself to ReACT in place of
your Covenant username.
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3. You now have the option of authenticating your identity through any of the
methods that you set up when you created your ReACT account. You will see a
challenge question authentication option, in which you can validate your identity
by answering questions about yourself. If you set up other login options, such as
text or email, they will appear here. If you elect to receive an authentication code
by text or email, you should receive it at the specified address within a few
minutes.

Help with this page
© contim

Confirm ReACT ID

Select your authentication method, provide the requested information, and click ‘Continue’.

= Authenticate with Challenge Questions

* What is your father's middie name?
* What is the name of a college you applied to but didn't attend?

* What was the name of your first stuffed animal?

Authenticate with SMS

Authenticate with E-Mail

4. You will see a list of the accounts that you have in the Covenant system. Click
AUndkd to start the unlock process.

Help with this page

1 ) Home 2 ) Login
OCOnﬁgure

Unlock Account(s)

Confirm selected account(s) and click '‘Unlock'’.

ReACT will update the password for these accounts:

| User Name System Name
| john.doe | Active Directory (Covenant username)
john.doe Google
Cancel Unlock

5. Your account should now be unlocked!
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Changing Your Profile

1. To change your profile, navigate to the ReACT homepage, accessible at
portal.covenant.edu/react. Cl i ck tomm Wpgdat e Tool . o
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aHome (2 ) Login (3 ) Confirm (4 ) Configure (8 ) Review

Selfserve

Covenant College's ReACT Self Service portal allows you to configure your ReACT profile, update your authentication methods, and reset or unlock your Covenant accounts.

New User Setup Update Profile Password Reset Account Unlock

| §o [
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Are you a new user? Use the New User Need to update your authentication Forgot your password? Use the Password Network account locked? Use the Account
Setup tool to configure your ReACT profile. methods? Use the Update Profile tool to Reset tool to configure new Network account Unlock tool to unlock Network accounts.
select preferred methods. passwords.

Go to Setup Tool Go to Update Tool Go to Reset Tool Go To Unlock Tool

2. Enter your Covenantusername, typically somethinglike: Af i rstname. | astn

Help with this page
@ Home o Login @ Confirm

Login

Enter your Covenant username and click
‘Continue’.

* Required

* Covenant Username:

john.doe

Note: You can utilize email address or system
account(s) to identify yourself to ReACT in place of

your Covenant username.
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3. You will need to authenticate your identity in order to update your profile. The
easiest way to do this is to clndsikplyi Aut hent
enter your Covenant username and password. However, you do have other
authentication options, including answering challenge questions and (if you set up
the ability to do so) receiving a code by text or email

Confirm ReACT ID

Select your authentication method, provide the requested information, and click ‘Continue'.

) Authenticate with Active Directory

Active Directory (Covenant username) ¥
*User Name:

john.doe

*Password:

Authenticate with Challenge Questions
Authenticate with SMS

Authenticate with E-Mail

4. You will see this screen, with options to update your challenge questions and

aut hentication options. When you are done
the bottom of the page.
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